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Design of Multiple Compression Encryption Algorithm for
CTD Ocean Observation Data

SHAN Hai-yan', XIONG Xue-jun"*, GUO Yan-liang', YU Long'
(1. The First Institute of Oceanography s SOA , Qingdao 266061, China;
2. Laboratory for Regional Oceanography and Numerical Modeling » Qingdao National Laboratory for Marine
Science and Technology,» Qingdao 266237, China)

Abstract; The data compression and encryption are effective means for solving the problems of high com-
munication cost and low data security of ocean observation data when transmitted by satellite. A new en-
cryption algorithm, multiple compression encryption algorithm, is proposed for the CTD ocean
observation data. This algorithm makes full use of the data characteristics and combines the data compres-
sion with the encryption technology. Thus, the data can not only be encrypted but also compressed effec-
tively. In order to ensure that the data can be restored totally when decoding, the algorithm should first
perform error detection on the whole data, dividing the data into error area and normal data area. And
then, the data in the error area are kept unchanged and those in the normal data area are compressed and
encrypted. The algorithm is implemented by programming. and its application effect is tested. It has been
shown that both the compression and the encryption effects of the algorithm are good.
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